“By Failing to prepare, you are
preparing to fail” — B. Franklin |

“Proper preparation and planning v
prevents poor performance” — 1/
British Army S

Proact.co.uk/security
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Nation State Attack’s 2021

SUPPLIER SUPFLIER CATEGORY IMPACT ATTRIBUTED GROUPS PR
enisa
Mimecast Security Software 2okl Global APTIS .
SITA Aviation piral Glabal APTA1
Lasd per Backih aim 2021 Global -
Verkada Physical security ik | Global Hacktwist Graup
Bighox MoxPlayer Software HE1 Aegional
Stock Investment Messenger Financial Software 2021 Regional Thallium APT
ClickStudios Security Soltware 2001 Regional -
fpple Niode Dewelopment Soltware 2021 Global -
Miyanmar Presidential Website Public Administration 2021 Regional Mustang Panda APT
Ukraine 5F ER Public Admindstration F0F1 Regional
Codecow Erterprise Saftware Hir1 Glabal -
Fujitsu ProgectWEE Claisd Collabaration 2021 Regicnal -
Kateya IT management 2021 Global EEwil Graup
MonPass Certificate authority 2021 Regional Wlnntl AFT Group
SYNMNEX Technolegy Distributor 2021 Regional AFT 29
Microsoft Windows HCP Software Il Global
SanlariWinds Clousd Management rarri Global APT29 E N I SA T H R E AT
Accellion Secusity Saftware 2000 Globasl  UNCISAE LANDSCAPE FOR
Wivers VeralPoirt Ik ity BAama p el 2020 Regional Lazarus APT 8. U P P LY 'C H A I N
Able Desktop Erterprise Saltware 2030 Regional ThA2E
Aisino Financial Software ki ) Reagicnal ATTAC K S
Vietnam VGLCA Certficate Authority riirin ) Rrgional TA413, TA428
MetBeans Develogment Saltware 2020 Glabal -
Uniman Telecommunication 2030 Regional




Conceptual design of a Vault

Conceptual Design
Data Centre Vault
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Features

At least 2 x Data
Domains required
Preferably in the same
Data Centre

Separate cabinet

No Shared infrastructure
No external Media
allowed in the vault.

All Management internal
to the vault.

Smallest attack surface
Backup Software
agnostic

Safe area for restore
testing

Analytics internal to vault



Regulations and future guidance

USA
* Cyber Incident Reporting for Critical Infrastructure (CIRCIA)

European Union

* Network and Information systems 2.0 (NIS)
« Digital operations Resiliency ACT (DORA)
* Cyber Resiliency ACT

United Kingdom
» National Cyber Strategy 2022
 Financial Services and Markets Bill 2022
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Requirements from the Industry

. Supply Chain Inspection

. Separation of Duty

Run Book Creation

Data Isolation (offline)

Rapid Recovery in the event of a Cyber Attack

. Auditability

. Ability to Test Recoveries / Recover back quickly
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When plan A

and plan B fail ?

Plan B
DRaaS data
replication/recovery

<+—>

Plan A

Active/Active

v

A

ffline

e

-_—e ==

' PlanC

Isolated
I backup/cleansing

Ransomware and other Cyberattacks can
remain undetected on average up to 99
days, raising the threat of having no ‘clean’
back-up available

* Plan A and Plan B are infected and
unusable

* Retention? No clean data and cannot
recover

* Recovery Solution needs to be
disconnected from network / Offline network

 Finding an isolated environment to recover
clean data / cleanse the data (Clean Room)



UK Guidelines

« NCSC - National Cyber Security Centre
*  Cyber Essentials Framework — Data Security Protection

Toolkit

*  Cyber Assessment Framework
« HSE Report Recommendations page 13:

“Offline Backups (or backups that are verified as
inaccessible to attackers with full control of Production IT)”

Ramoved from
catd

Wihen e yeu last suecasstally rostarm From a backup?

Baciups shouc ba tested frequently. The example
provged may relste % a e or test ervironment

New

Are s backips kepd separate om pour aetaorkl ol line')
or in 2 tlewd service designed for thes purpose

Ciowd synching senvices, such as OneDrdve, SharePant o
Google Dnve, shouid rot be used &3 your only beckup and
stored back.o shoud not be panmenantty connecssd to
your network.

Funher gudance I5 svsllatke trom ha [Neacnal Cyoer
Secunty Centre]htios: vwwa nese gov ukbicg-pestaffine-
bacsups-n-an-oninc-woric
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AF
Protect data in accordance with the
risks to ezsential functions pozed by
compremises of dota integrity and/or
availability. In addition to effactive
dato access control measures, other
relevant security measures might
includgamaintaininn up-to-date,
isolated back-up copies
of data, COMGn=0 with the ability te
detect data integrity failures where
necessary. Software and/or hardware
used to occass critical data may alzo
require protection.
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Mitigating malware and ransomware
attacks

Hewv e delan urguenul oo aaeeal mcha ey o roersaaore cllucks

New forcan 3
und <

Hoot ciuse analyeis s tordarted routinely 2= a key part of your
l=ssans learaed activities fallowing = data secarity ingidert,
with firdings 2cted upen,

Explan. n e commenss. acw any ncident respense and
managernenl ks Mndings have nforned the im medisls
fudsre sachnizal arolechian and remediated any systemi
vuharabites of the gysten or senvice, to ensura dantiied
E3UES CANNCE NsE In e Same way agan.

Ensure you create hat are kept separate, ina
different location (ideolly offsita), from your network and systems,
or in a cloud service designed for this purposa, as ransomware
actively targets backups to increase the likelihood of payment
Our blog on ‘Offline buckups in an online world' provides useful
additional advice for organisations.




HSE: Response to Cyber Attack

Conti cyher
attack on
the HSE

ey | ol ncdend T wa

[ E

Organisations’ IT disaster recovery plans should be based on a prioritised
list of applications and systems to recover, should the technology base of
the organisation have to be rebuilt or recovered, informed by an up-to-date
asset register and mapping of critical operations to technology. Offline
backups (or backups that are verified as inaccessible to attackers with full
control of production IT) must be available for all critical systems, data and
infrastructure, including core IT infrastructure such as Active Directory
(“AD”), with a well-defined and tested restore procedure that includes
verification of ability to recover all systems to a common point-in-time.

FA1.KF30 The HSE took action to contain

the ransomware attack by powering down
systems and disconnecting the NHN from the
imternet. These containment stegs rastricted the
ability of the Attacker to further their activities and
n the face of spreading ranscmware within an
architecturally apen environmeant ware the most
pragmatic. The HSE did nat have the realistic
aption of carying out a more comparmentalised
approach thatl accounted for the impact an
arganisations, due to the opaen design of the
MHM, the immaturity of cybersecurity controls and
governance, and as this had rot been planned for
ar rehearsad.

The HSE took action to
contain the
ransomware attack by
powering down
systems and
disconnecting the NHN
from the internet.

PROACT

COMMVAULT &)

F& 1. KF20 Time was lost during the response
due bo a lxck of pre=planning for high impact
lechnology evenls. The HSE wiss not prepaned
to reapahd 1o & cvber Incicant of this scale
(*ewarything going offlins”} dus to the lack of
cafinad and exercised responsa orocessas and
plans. Key exarmpies ol s incuace:

* Mo cybersacwity response plans and
nlivvhnnks;

= Mo sscurity tooling capable of investigeting
ana remeciating security alerts;

Mo centralized list of contsct cetals for &l
H:E staff o asset registar;

*  Nn affline copies of key T ane securiby
documentalion swers Kepl, 1or examok:
etk dagrame:

Mo prer-esiahlishied priorilied lis of
apnlicatans and syetems fof recaveny. bagsec
on clnice earvices, that was cognisant of
cross-technology depsndencias;

Mo pre-agreed. setup ard testad out-ot-bang
communication systam that would 2nable
USETS t0 commuricats o the avant of &
ryhrmseourity incident, Multiple codaboraton
arnd comirunication platlonms were uged
after the cident resalting In confision and
tzam membars not eing able 1o sasily
communicate; increasing the day-te-day
diffizzulby of respoecers



Lower Cost increased risk
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Retention — Locked copies
of backup data

Separate security
credentials

Worm / Immutable
Elevated and reviewed
security credentials

Less risk but longer recovery

« IT Admins can’t access, override
security credentials or retention
policy’s

«  Supports multi vendor backup
software

+ Datais isolated from production

*  Protection from internal threats

*  Multi backup vendor support

Higher costs shorter recovery

Offline Technology

Full content Analytics and machine
learning

In-Vault recovery and clean room
Vaulted and Offline

Full depth Analytics

Enhanced recovery tools and
capabilities
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Step 1

Step 2

Step 3

Step 4

Step 5

Cyber Impact

Contain the Breach

Incident Response

Identify type of attack

Assess and plan

Repair and Recover

Average downtime
from a cyber attack
is 21 days

Recovery of Critical Materials Measured in Days

Disconnect:
. Internet
e LAN

Re-route traffic
Change Passwords

Activate the
Incident Response
Unit.

Sophos estimate
there are 650,000
new variants, 75%
are seen only once.

There will be
multiple variants of
Malware in the
environment and
various tools used
to deliver the attack

Environment is
treated like a
crime scene.
Estimate the blast
radius.

Assess recovery
Options

Estimate options for
Quickest Time to
Recovery

Assess backups
quality.

Plan Recovery

Obtain resources
(servers, switches,
storage) to execute
plan.

Execute




Proact Cyber Recovery Approach

Preparation

Backup

Detection and Notification
Containment and Recovery
Investigation

Remediation

Recovery

NOo ke
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Proact Cyber Recovery Approach

Proact Team will guide you through the process of being Cyber Recovery ready

Solution Application Tabletop Business Cyber Recovery Monitorin Business
Design Tiering exercise Awareness Testing g Resilience
r (o}
'? —
— X
[ —_— X

Recovery

SO eeag U Tesng b
5 @ @ & 58

Data Identify Run Book GAP Scenario Improvements Response
Classification VDA Test

Support and Guidance from Proact



Identify

Protect

Detect

Respond

Recover

Proact Security Portfolio PROACT
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Vulnerability Management, Threat Intelligence,
Attack Surface Monitoring

Firewalls, Endpoint Protection, Phishing Defences, Web Proxies,
ZeroTrust Access, Authentication (MFA), Staff awareness, Cyber
Training/Education

Security Logging and Detection / 24/7 SOC services

MDR/XDR Services, Containment, Eradication,
Incident Response Planning and Execution

Cyber Recovery and Disaster Recovery




Why Proact?

« 10+ years SOC services

« Mature BaaS service and skillsets
« Mature DRaaS and skillsets

« 25+ years Cloud offerings

« Mature Managed Services

Top Job Concerns Among Cybursscurity Professionals

Hiring and retention challenges in cyber security
persist

[RRITTEtT
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Cyber Security Talent

66% of firms faca Challenges in sourcing Staff

Survay of i CIS05 & sacurtty eadars
Published Apeil 2023
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Proact Wkniunnmioend ers

Established in 2000

£65m turnover

L
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&
e

d
(03 250 UK Staff
;@ -
%

ﬂ ‘w 1,000+ customers
@

@ @ g ® : ISO9001, 1ISO27001, PCI DSS
o 24x7 UK NOC & SOC

100+PB under management




We drive
value through
your data

We protect
& secure
your data

Security

We connect
your data

abp3

———

Security

We advise
on your data

strategy

We store
your data
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" Value through

our portfolio



Thoughts

ASSSV

Cyber Security is ever increasing
in its complexity so a recoverable
position may be the only reliable
choice to offer your business.

The technology alone will not be
enough to make you Cyber
resilient you need a plan that's
tested

R
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“Offline Backup” is now considered
the best option if you need to fully
recover as recommended by
independent auditors

Employing people capable of
delivering is difficult

Having a trusted partner can
allow you to skip the learning
curve



Got a question?

Shane Wallace
Managed Service Architect
(DRaaS & Cyber Recovery)
swallace@proact.co.uk
07713 311 300

Tim Simons

Head of Security Services
tsimons@proact.co.uk
07824 505 462

Andrew Ward
Client Director
award@ proact.co.uk

07973627 727
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s
a part of GCHQ

> Riskmanagement
Tuksa o risk-bosed approach
to securing your duta and
EYSLBMS.

2 Engogement and training
Callabaratively build security
that warks for people in your
organisation,

> Asset munagement

Know what data and systems

you have and what buginess
need they support

> Architecture and
configuration
Cesign, build, raintain
and manage systems
securely.

» Vulnerability management

Kesp your systems protected

throughout thair lifecycls.

10 Steps to

%ﬁ National Cyber
Cyber Security

¥ | Security Centre

PROACT

PROACT

PROACT _

PROACT

1his collection is designed for security professionals and technical staff as o
summary of NCEC advica for medium to large crganisations. We recornmend you
start by raviswing your approcch to risk managesment. aleng with the other nine
arsas of cybar security belcw, to ensure that technology, systems and information
in your organisation are protlected appropriately against the mojority of cyhear
attacks and enable your arganisation Lo best deliver its business objeclives,

PROALCT » Identityand access

management
Cantrol who and what can
access your systerns and data.

COMMVAULT @ 3 Derta securlty
Protect data where It is
vulnerable.

ROALCT > ‘logging and monitoring
Design your systerms to ba
able to detect and invastigate
incidents.

PROALCT » Incidentmanagement

Plan your responsa te cybser
‘ COMMVAULT & incidents in advancs.

COMMVAULT @ » Supply chain security
Collubvrale wilh your
suppliers and partners.
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