
NIS2 and DORA  -

Cyber Recovery

“By Failing to prepare, you are 

preparing to fail” – B. Franklin

“Proper preparation and planning 

prevents poor performance” – 

British Army Shane Wallace

Managed Service Architect 

(DRaaS & Cyber Recovery)
Proact.co.uk/security
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Nation State Attack’s 2021



Conceptual design of a Vault 

Features
• At least 2 x Data 

Domains required

• Preferably in the same 

Data Centre

• Separate cabinet

• No Shared infrastructure

• No external Media 

allowed in the vault.

• All Management internal 

to the vault.

• Smallest attack surface

• Backup Software 

agnostic

• Safe area for restore 

testing

• Analytics internal to vault
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USA 

• Cyber Incident Reporting for Critical Infrastructure (CIRCIA)

European Union

• Network and Information systems 2.0 (NIS)

• Digital operations Resiliency ACT (DORA)

• Cyber Resiliency ACT

United Kingdom

• National Cyber Strategy 2022

• Financial Services and Markets Bill 2022

Regulations and future guidance



1. Supply Chain Inspection

2. Separation of Duty

3. Run Book Creation

4. Data Isolation (offline)

5. Rapid Recovery in the event of a Cyber Attack

6. Auditability 

7. Ability to Test Recoveries / Recover back quickly

Requirements from the Industry



Ransomware and other Cyberattacks can 

remain undetected on average up to 99 

days, raising the threat of having no ‘clean’ 

back-up available

• Plan A and Plan B are infected and 

unusable

• Retention? No clean data and cannot 

recover 

• Recovery Solution needs to be 

disconnected from network / Offline network

• Finding an isolated environment to recover 

clean data / cleanse the data (Clean Room)

When plan A 

and plan B fail ?

Plan A
Active/Active

Plan B
DRaaS data 

replication/recovery

Plan C
Isolated 

backup/cleansing

Offline

O
ff

lin
e



• NCSC – National Cyber Security Centre

• Cyber Essentials Framework – Data Security Protection 

Toolkit

• Cyber Assessment Framework

• HSE Report Recommendations page 13:

“Offline Backups (or backups that are verified as 

inaccessible to attackers with full control of Production IT)”

UK Guidelines



HSE: Response to Cyber Attack 

Organisations’ IT disaster recovery plans should be based on a prioritised 

list of applications and systems to recover, should the technology base of 

the organisation have to be rebuilt or recovered, informed by an up-to-date 

asset register and mapping of critical operations to technology. Offline 

backups (or backups that are verified as inaccessible to attackers with full 

control of production IT) must be available for all critical systems, data and 

infrastructure, including core IT infrastructure such as Active Directory 

(“AD”), with a well-defined and tested restore procedure that includes 

verification of ability to recover all systems to a common point-in-time.

The HSE took action to 

contain the 

ransomware attack by 

powering down 

systems and 

disconnecting the NHN 

from the internet.



Customer journey to Cyber Resilience 

Good Better Best

Offline  AI

Lower Cost increased risk
• Retention – Locked copies 

of backup data 

• Separate security 

credentials

• Worm / Immutable

• Elevated and reviewed 

security credentials

Less risk but longer recovery
• IT Admins can’t access, override 

security credentials or retention 

policy’s

• Supports multi vendor backup 

software

• Data is isolated from production

• Protection from internal threats

• Multi backup vendor support

Higher costs shorter recovery
• Offline Technology

• Full content Analytics and machine 

learning

• In-Vault recovery and clean room

• Vaulted and Offline

• Full depth Analytics

• Enhanced recovery tools and 

capabilities



Managing a Cyber Incident

Step 1 Step 2 Step 4 Step 5Step 3

Contain the Breach Incident Response Identify type of attack Assess and plan Repair and Recover

Recovery of Critical Materials Measured in Days

Disconnect:

• Internet

• LAN

Re-route traffic

Change Passwords

Activate the 

Incident Response 

Unit.

Cyber Impact

Sophos estimate 

there are 650,000 

new variants, 75% 

are seen only once.

There will be 

multiple variants of 

Malware in the 

environment and 

various tools used 

to deliver the attack

Environment is 

treated like a 

crime scene.

Estimate the blast 

radius.

Assess recovery

Options

Estimate options for 

Quickest Time to 

Recovery 

Assess backups 

quality.

Plan Recovery

Recovery

Obtain resources 

(servers, switches, 

storage) to execute 

plan.

Execute

Average downtime 

from a cyber attack 

is 21 days 



1. Preparation

2. Backup

3. Detection and Notification

4. Containment and Recovery

5. Investigation

6. Remediation

7. Recovery

Proact Cyber Recovery Approach 



Proact Cyber Recovery Approach 

Proact Team will guide you through the process of being Cyber Recovery ready

Preparing Testing Attack

Scenario 

Test

Application 

Tiering

Identify 

VDA
Data 

Classification

Cyber Recovery 

Testing

Run Book

Tabletop 

exercise

Recovery

Solution 

Design

Business 

Awareness

Improvements

Monitoring

GAP

Business 

Resilience

Response

Support and Guidance from Proact



Identify

Protect

Proact Security Portfolio

Detect 

Respond

Recover 

Vulnerability Management, Threat Intelligence, 
Attack Surface Monitoring

Firewalls, Endpoint Protection, Phishing Defences, Web Proxies, 
ZeroTrust Access, Authentication (MFA), Staff awareness, Cyber 
Training/Education

Security Logging and Detection / 24/7 SOC services

Cyber Recovery and Disaster Recovery

MDR/XDR Services, Containment, Eradication, 
Incident Response Planning and Execution



• 10+ years SOC services

• Mature BaaS service and skillsets

• Mature DRaaS and skillsets

• 25+ years Cloud offerings

• Mature Managed Services

Why Proact?



Proact in numbers

NO

SE

FI

EE

LV

LT

DK

NL
UK

BE

DE CZ
SK

Medium and large enterprise customers 

across Europe

4,000

Almost three decades of pushing the limits of 

technology while delivering business agility
1994

Employees with industry-leading skills & 

expertise across our business

>1,000

Million euro turnover with stable finances. 

Listed on Nasdaq Stockholm since 1999
350

Proact UK in numbers

Established in 2000

£65m turnover

250 UK Staff

1,000+ customers

ISO9001, ISO27001, PCI DSS

24x7 UK NOC & SOC

100+PB under management



Value through
our portfolio



Thoughts

Cyber Security is ever increasing 

in its complexity so a recoverable 

position may be the only reliable 

choice to offer your business.

“Offline Backup” is now considered 

the best option if you need to fully 

recover as recommended by 

independent auditors

The technology alone will not be 

enough to make you Cyber 

resilient you need a plan that’s 

tested

Employing people capable of 

delivering is difficult

Having a trusted partner can 

allow you to skip the learning 

curve



Shane Wallace 

Managed Service Architect 

(DRaaS & Cyber Recovery)

swallace@proact.co.uk

07713 311 300

Got a question?

Tim Simons 
Head of Security Services

tsimons@proact.co.uk 

07824 505 462

Andrew Ward 
Client Director 

award@proact.co.uk 

07973 627 727

mailto:swallace@proact.co.uk
mailto:tsimons@proact.co.uk
mailto:award@proact.co.uk


www.Proact.co.uk

Thank you
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